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1 Welcome

Congratulations! By subscribing to the ID Vault Service, youob6ve tak
important step towards protecting your online financial information from
identity theft and fraud. ID Vault protects you from multiple online threats,
including phishing, pharming, spyware, keystroke loggers, Trojan Horses, and

other sophisticated online fraud schemes.

Heredéds how you are protected when you

f ID Vault signs you in to your accounts automatically so your sign-in
information is never exposed to possible interception by spyware, keystroke
loggers or other malware, nor is it visible to any prying eyes in your vicinity.

I You can be confident that you are signing in to a legitimate site, and not a
fraudulent copy designed to steal your sign-in credentials. The ID Vault
Trusted Network includes more than 8,000 financial institutions and 500 top
shopping sites, which are constantly monitored to ensure that IP addresses
and sign-in protocols are legitimate and up-to-date.

T Your sign-in credentials and credit card information are stored in a secure
encrypted credential store on your computer. Access to the secure
credential store is provided only after the correct PIN is entered and the two
factor remote authentication process is complete. Only you can get at your
personal information when i t péotected with ID Vault.

i1 ID Vault signs in to your online Financial and Shopping accounts with 1D
Vault Secure View, s o youb6re protected agai-nst
based threats.

i ID vault automatically enters your credit card information when you shop
online, so your credit card numbers are safe from hackers and keystroke
loggers.

Now that you know the many ways that ID Vault protects you, get started by
installing 1D Vault!
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2 Setting up ID Vault

Download and install the ID Vault software
Select a PIN (Personal Identification Number)
Enter your license code

Add your accounts

Before your start

1

1

Your Windows version: ID Vault requires either Windows Vista E (32 or
64-bit version) or Windows® XP with Service Pack 2 (32-bit only). The ID
Vault installation software will notify you if you are running Windows XP and
have not upgraded to Service Pack 2. If that is the case, please exit the ID
Vault installation program and use the Windows Update feature on the
Microsoft Web site to download and install Service Pack 2. When this free
upgrade is complete, retry the ID Vault installation.

If you are running Windows ® XP a n d h aupgeadedl to Microsoft .NET
3.0, the ID Vault set up process will install it for you. This may take a few
extra minutes depending on your internet connection.

Your Web browser: ID Vault requires that Microsoft Internet Explorer®
(version 6 or higher) be available on your system.

Your Internet connection: You must be connected to the Internet to
install the ID Vault software.

Ready? Letds get started!
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Activating Your ID Vault

} Set up step-by-step

= Download the ID Vault software

Click on the ID Vault Software Download link and follow the prompts to
download the ID Vault software. When this screen appears, click Run to begin
the download process.

File Download - Security Warning |AJ
—

| Do you want to run or save this file?

@ Name: IDVaultSetup.4.0.exe
Type: Application, 2.52MB

From: updates.idvault.com

Run ] [ Save ] [ Cancel

@ While files from the Intemet can be useful, this file type can
L r potertially ham your computer. f you do not trust the source, do not
"2t or save this software. What's the risk?

- Install the ID Vault software

Once the download is complete, the ID Vault End User License Agreement
screen appears. Indicate your acceptance of the terms of the ID Vault
Software License Agreement by clicking Yes.
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Activating Your ID Vault

License Agreement
Do you accept the terms of the following agreement?

White Sky, Inc. Software License Agreement

1. Introduction and Acceptance. This Software License Agreement (the
“Agreement”) is a legal agreement between you (either an individual or an entity)
and White Sky, Inc. (the “Licensor”) regarding the use of Licensor’s software
entitled ID Vault, which includes user documentation provided in electronic form
(the “Software”). BEFORE YOU CLICK ON THE “Yes” BUTTON AT THE BOTTOM OF
THIS SCREEN, CAREFULLY READ THE TERMS AND CONDITIONS OF THIS AGREEMENT. BY
CLICKING ON THE “Yes” BUTTON, YOU ARE AGREEING TO BE BOUND BY AND ARE
BECOMING A PARTY TO THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
TERMS OF THIS AGREEMENT, CLICK THE “No” BUTTON AND THE SOFTWARE WILL NOT
BE INSTALLED ON YOUR COMPUTER. IF YOU DO NOT INSTALL THIS SOFTWARE PLEASE
DESTROY OR DELETE ALL COPIES IN YOUR POSSESSION.

2. Grant of License. Subject to the restrictions set forth below, this Agreement

To install the ID Vault software in the default folder click on Install. You can
specify a different location by clicking on Change.

(1D Vault S

Ready To Install ID Vault

The software will be installed in the folder listed below. To select a different location,
either type in a new path, or click Change to browse for an existing folder.

Install ID Vault to:

C:\Program Files\ID Vault Change...

Space required: 15.1 MB
Space available on selected drive: 62.43 GB

Note: For certain Windows XP users only, ID Vault will need to download and
install Microsoft .NET 3.0. In this case, the following 2 additional screens will
appear:
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Activating Your ID Vault

B ID Yault Setup

&)

ID“ Itm

Downloading Microseft NET 3.0
Please wait..

1D Wault requires additional companents to run.

Screen 1

B8 ID Vault Setup

Installing Microsoft NET 3.0

Please wait..

®

IDVault

1D Vault requires additional components to run.

Depending upon your computer's perfarmance, this may take a while.

Screen 2



Activating Your ID Vault

® Select aPIN

After a brief pause, the ID Vault application will start. You will then be asked
to create a PIN (Personal Identification Number) from four to eight digits long
and enter it into the Create a PIN field. Retype it to confirm.

ADVAIT

Create a PIN
Create a PIN — a Personal Identification Number — that you will need to

access the account information on your ID Vault. The PIN must be a number
from 4 to 8 digits long.

oo [ae |

@ Hep e

Add your accounts

The setup process is now complete and you can begin adding the online
accounts that you want to protect to your ID Vault. Review the steps shown to
familiarize yourself with the process of adding accounts to ID Vault. Click Add
my first Account Now to begin adding your accounts. Se e fiChapter
Accounts to I D Vaulto for detailed inf
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Activating Your ID Vault

IDVALIK

Protect Your Online Identity Now by Adding your Accounts to ID Vault!

Add my first Account Now!

I f you dondét have vy oyoucancaddeadceumts tio EDIVault a v ¢
at any time by clicking on the ID Vault icon on your desktop or in your system
tray.

Note: Your online accounts will not be protected unless you add them to ID
Vault.

} ID Vault Main Menu

Once ID Vault has been installed, you can access it at any time by clicking on
the ID Vault desktop or system tray icon as show below:
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Activating Your ID Vault

To open ID Vault at any time, click on
the desktop icon or system tray icon.

ID Vault
Desktop lcon System Tray Icon

Clicking on either icon will display the ID Vault main menu. The main menu is
used to open accounts, add accounts, and to access the ID Vault Control
Center and customer support.

ADVallz

Add Financial Account...

Add Shopping Account...

* 4 Add Other Account...

'\90" ID Vault Control Center...

Support P

} ID Vault PIN Security

Adding and managing your ID Vault accounts is possible only after your
identity is verified. You will be asked to enter your ID Vault PIN the first time
you use ID Vault, and once every 30 minutes thereafter. You can change the
PIN prompting frequency at any time through the ID Vault Control Center,
Options tab. See fiChapter ©6: I' D Vaul t
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IMPORTANT NOTE: If you enter your PIN incorrectly four times in a row, your
secure ID Vault password file will be deleted and you will not be able to use it
to access your online accounts. This security mechanism is designed to
protect your identity from anyone seeking unauthorized access your online
credentials. If your ID Vault is deleted accidentally you can reactivate your
subscription by emailing support@idvault.com. You will then need to re-enter

Activating Your ID Vault

ADVANIE
Enter PIN

esce Clear

7 8 9
4 5 6

@ Help oK Cancel

your online account information into ID Vault.
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3 Adding Accounts

You must add each account that you want to protect to ID Vault. 1D Vault
categorizes each account added into one of the following categories:

{ Financial Accounts are online accounts at financial institutions like banks,
credit unions, credit card issuers and brokerages. There are more than
8,000 financial institutions in the ID Vault Trusted Network.

9 Shopping Accounts are online accounts at shopping sites like
Amazon.com and eBay. There are over 500 top shopping sites in the ID
Vault Trusted Network.

I other Accounts are online accounts for which you sign in at any Web site
not included in the above two account types. For instance, email accounts
and accounts at online news sites fall into this category, as do shopping
sites that are not in the list of 500 top shopping sites. Other Accounts are
not part of the ID Vault Trusted Network.

All three types of accounts can be added to ID Vault by browsing to the Web
sites you normally visit using Internet Explorer and responding to the ID Vault
prompts. You can also add financial and shopping accounts from the ID Vault
main menu. (See ID Vault Main Menu, Chapter 2) To get to the ID Vault main
menu, click on the ID Vault icon on your desktop or in your system tray.
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Adding Accounts to ID Vault

} ADD A FINANCIAL OR SHOPPING

ACCOUNT FROM THE ID VAULT MAIN
MENU

The primary way to add a financial or shopping account to ID Vault is by
selecting Add Financial Account or Add Shopping Account from the ID Vault
Main Menu. The example shown below shows the process for adding a
financial account, but the process is the same for adding a shopping account.

Select O0Add Fi fromthelD ¥dult Maio Menu n't 0
Type your bankds name in the search
Sign into your account

Click Yes when prompted to save the account

Select 6 Ad d Financi al AclD Yauht 6
Main Menu

Bring up the ID Vault main menu, by clicking on the ID Vault desktop icon or
system tray icon. Select 6Add Financi

] > wn e

ADVANIT
Add Financial Account...
Add Shopping Account...

Add Other Account...

‘! ID Vault Control Center...
Support P

cWE "l
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Adding Accounts to ID Vault

- Type your bankdéds name into

The ID Vault Trusted Network consists of more than 8,000 financial
institutions. Ty pe y oearch bbxaandkpess the Entee
key or Search button to view the results.

ADVANIL

Add an Account
Protect your online accounts by adding them to 1D Vault. more iato

or URL to search the ID Vaul Trusted Network whatis this?

Select a site and sign in to add it to ID Vault

Select your bank from the list.

I f your financi al institution isndt
l ooking foro link at the b o-up admalogbbx
that provides information on two options:

1. Instructions foraddi ng the Web site aby
browsing to it; or

2. Alink to request to Add a Web site to the ID Vault Trusted Network if
the site you are looking for is a financial site.

I Tip: Click on Security Scan on the top bar and ID Vault will scan your
computer for vulnerable passwords and suggest Web sites that you may
want to protect with ID Vault. See Adding Accounts using the ID Vault
Security Scan later in this chapter.
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Adding Accounts to ID Vault

® Sign in to your account at the Web site

ID Vault will open the Web site in the ID Vault Secure View Browser. Sign into
the Web site as you normally would.

[ Well

Home

Q > a ° 'O https://www.wellsfargo.com/

WELLS
FARGO

View Your Accounts &

Goto: Account Summary v

Find Locations | Custome

Personal Small Business Commercial

Toc

Username: {
jsmith y

Password:

ARREARRER
Username / Password Help

Need to set up online access?
Sign Up Now or Take a Tour =

Banking Loans
Account Services
Frea* Mnhila Rankinn

Online Banking Get Free Access

Home Mortgz

Save the Account

ID Vault will ask you to confirm that you have signed in correctly. Click Yes to
confirm and save the Account to ID Vault. If you were not signed into your
account, click No to go back to the sign in page and try again.

Accounts || Bill Pay

Transfers || Brokerage

Account Summary | Account Activit

Last Sign On: April 07, 2009

User Guide

Tryitt  Buying a home? Tz
ID VAT &
Account Summary
Save Account?
Communications Summary
Click Yes if you entered your i ion correctly.
Messages & Alerts: 1 new message lance |
since you last visited your Inbox. Click No to go back and retry.
$88.02 |
m.gilbertson@comcastnet ait
$88.02
Get Revved Up
2N Find alow-rate auto loar
==l with Wells Fargo.
Le: More
Sl .o bore s
GetQuotes
ComparisonMarket
1WantTo...
Wells Fargo Mobile®* makes text banking easy. Sign Up Now
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Adding Accounts to ID Vault

To add another account to ID Vault, simply click on the magnifying glass icon
on the ID Vault Secure View Browser toolbar. The search screen shown in
Step 2 above will re-open for you to enter your next account.

} Add a Financial or Shopping Account by
browsing

The ID Vault Trusted Network includes over 8,000 financial services Web sites
and over 500 top e-commence shopping sites. When you browse to any Web
site in the ID Vault Trusted Network, ID Vault recognizes the site and displays
a dialog box asking if you would like to add your account at this Web site to ID
Vault.

The example shown below demonstrates the process for adding a financial
account, but the process is the same for adding shopping accounts except that
the prompt asking you if you would like to add your account to ID Vault does
not appear until you enter your sign in credentials and click on submit.

Follow the steps below to add a financial account to ID Vault by browsing:

1. Browse to the sign in page of your financial or shopping Web site
using Internet Explorer

2. SelectYeswhen asked if youdd | duitatthis
Web site to ID Vault

3. Sign in to your account when the sign in page opens in the ID Vault
Secure View browser

4. Click Yes to add the account to ID Vault

=1 Browse to your b a n k\Web site using Internet
Explorer

When you browse to the Web site, ID Vault automatically gives you the
chance to add your account. Click Yes to add this account to ID Vault. ID
Vault will ask you for your PIN before it opens the Web site in the ID Vault
Secure View Browser.
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Adding Accounts to ID Vault

- Signin to your account at the Web site

ID Vault will open the Web site in the ID Vault Secure View Browser. Sign into
the Web site as you normally would.

(= Well; Hgme

G @ OO rwssmmelstargo.com

Find Locations | Custome
WELLS
FARGO
Personal Small Business Commercial

View Your Accounts 2
Goto: Account Summary v I oc¢

Username:
jsmith
Password:

Username / Password Help

Need to set up online access?

Sign Up Now or Take a Tour
Banking Loans

Account Services

Eroa* Mahile Rankinn

Online Banking Get Free Access Home Mortgz

® savethe Account

ID Vault will ask you to confirm that you have signed in correctly. Click Yes to
confirm and save the Account to ID Vault. A message will appear in the lower
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